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Hashing



Recap
-

· Final exam : Monday of Guals
week

· HW due nextweek

· 2
??/
more HWs

· one more essay-style
· lastHW-ona grading



Hashing
function h : [0, ..., U-13

-> 50 ....,m-1)

⑮->
Problem

U
Warray

Assumption : U is huge
↳ but we won't use

all of it!

: dict in Python
Example from

intro programming -
-

Films -> directors

h("StarWars") = "George
Lucas"



*toty uniform↓

hept -outmy

for somefamIt of
functions

Note : Not avoidcollisions
!

Problem :

-

Let H = Ef:-3)fo(x) =0
+1(X) = 1 ↳

pr Sh(=) = t-

i fitt



Universalhashing :Minizelisions : th↓

Pr[() = hy)) = O(m) Strong)
Left for all XFyEH

When do we get this ?

-> h(x) =([(y) modp) mod m

for Gasp
paig , i

smaller

Confusingly , this is called the "unform

hashing assumption")



#unform:Maybewewantations :
Pr [h(x1) + h(xz) + -- + h()] =m
need un

=I

This is stronger ! Why
?Ex p .

Let H= 5 hab(x) = Extb (modp),
- b + <p , 90]
-

"afire hishing" :
50,..., p -1)

very common



This is universal : If u=p
+

-

If X FY then
and

Nab(x) = hab(Y)
# axth (mod p)

=

ay+b modp)
-

↳ aky) =O mod D
1

But : pis prime
= k-p&- either a On

-

X-y must
bed

7 -

not
S by

asumption

true-
chose

a+0



This is not 3-uniform :

Linear function
axtb =

live

-

=> h(s) = funconof ithe
-> h(x ,)+ (( -h(x)

Crustme)

In other words :

Fix h(xi) wh(x2)

=> uniquely determined
h(xs) already



Chaining : Simple strategy

store both at
If h(x) = h(y),

ethis spot.

Let((x)= length
-

of list at h(x)

Time:OD + ((x))

How to analyze ((x) ?

expected length



Indicator variable
:(random vol

1 If h(x) = h(y)Cx
, y
= 5 O otherwise

Then, expected value of By :

E(yy]= 1
· Pr[Gy= 1] + 0 .Pr[(y=O

=> Pr[G,y=1]Fini
-

rashing

Finally : Efe()]
= [EXCy] = in + into
-
u time,Y n things stored



Note : Practically , don't need a
list :

↳ BST :Ollogy(f(x)))

Prestore
Also : Not saying O(l) time expected

In worst case!

That is OD + max((x))
-

Not OG)

provably , more like logoglogin



Multiplicative hashing
:

Why all the
fass ?

Some
,

number theory :

given
a
<

p ,
a to

,
there is

only one b <p
st

. abmodp

Example -5

In contrast : n = 6 -->
To



Proof: Supposeamod p=modp
Ex*

=>z) mod p
= 0

=> at Kwek-
but a < p

,

=> p
can'tbe a factor
of a

-

But both z & z' <p (and >0) :
-

1z-z <

p , so
can't be
a factor.



Now
,
If we go

back to x,yel,
use h(x) =fax (modp)] mod i

collisions can only happen ifI
a(x-y) mod p m

is a multiple of m

NotBri
How likely ?

There are such values <P
-1

So : collisions unlikely



3ery multiplicative hashing :

Assume powers
of 2 : Crestriction)

ExWm
h(x)=xmod-

ze

-

Example:32, 1
= 10 (sotable is 20%

I

h(x) = a+X 22 1024

I but shifting



Why ? mod zu
· bitshiest
- X

· odd numbers - addres

We for

are invertible mod zw w-l table

=> multiplication permutes the
numbers in the wo bits

· Why high bits ?
could use low,

but then only
depends on lower bits of w

-



Universal : Here,

a -P
h(x) = haly)

ax
mod C-amod

Es we

top I bits
of

alxy) are all 0
M ⑤

D
②

Y
Y

ew - l



So : for random odd a how likely
ISwity mod20

to t

Some number theory :
factor out 2s : X-Y= d

odd

a(x -y) =g.2t -- =2 (a-d)

Both a ad are odd
,
so last

↓ bits : all O ↳
t



Essentially, multiplying by random
odd #Is equilent to permuting.
= Pr[top l bits =0] = te

So equivalent to modular hashing
:

· universal
-

· neither is K-uniform
:

-> consider↓IY ,
then

+y) = ax-ay
for randomness

But uses binary mixing
not algebrac field

randomness.

↳ fast .
-



CuckooHashing Two hash tables

↓functions :

-
· Maintain : X IS in h(x) or he(x)

Search : O(1)

Insert : might have
collision



Insert : Check h(x) :

If empty : insert

Otherwise :

↳ go
set Y

in hele&
Cycle X + y

+> z ...

If runslong :

Stop &get new fen



Analysis : Cuckoo Graph
When are

we stuck?

De
a short paths.



In practice: -

I = -

in ESA,
2001 -
T

O

why ?
-

-

oaching -



Recall : Linear probing
Lines probmpisweh

down to open one.

h(X) : =

Inte=h(x) + 2

Wost case : O(n) insert
or lookup

Expected:



Ifighf hashingefull with pro

So, consider a run length R :

R= 0 If cell empty

If R=1 of i full, in empty
R=2 If igistfully itz empty
etc

.

Pr[R <t]= Pr [cells i ... itt-1 full]

=
n..
i in

- int



E[R]=EPr(RIE
what is this ?

= geometricseries !

21

=> E[R] = i nam

# cells search if not present
:

1 -2 OEC1] =+
constant depends parameter



In reality : "primary clusters"
do happen .

In practice, longer
runs than

But : This can help ! expected
Why?
cache loads

loadnearby blocks



Careat : Very active area
!

-

-

2022
&

-


