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Application user application interaction
Presentation structure representation

Session session checkpointing and recovery
Transport reliability

Network logical addressing, routing

Data Link physical addressing, 8@2.11

Physical media, signal, binary transmission
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Application

- Determines how an application
should use the network.

Transport

Handles details of data transmission
/ at the end-points of communication.

Internet

___— Expresses how packets should be

Link

forwarded and how packets should
be addressed (also called Network
Layer)

TCP/IP




CICR/TP Leyers

Sometimes divided into Link Layer

Application and Physical Layer.

Link Layer: Provides for
synchronization and transfer of
Transport information. Defines how physical
machines address each other.

Internet

Physical Layer: Defines electrical
aspects of sending signals along a
wire or wirelessly. Also addresses
switch and router hardware.

Link

TCP/IP
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Transport Layer Header and Footer
Network Layer Header and Footer
Data Link Layer Header and Footer
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source and destination address /source and destination ports

~ L

transport protocol id

Transport Layer Header and Footer
Network Layer Header and Footer
Data Link Layer Header and Footer
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Class A

ClassB

| Class C

26 .25 .o, |

0| netid (7 ki) host id (24 bit)

10| netic (14 bit) host id (16 bit)

110 net id (21 bit) host id (8 bit)
1110 multicast (28 bit)

11110 future use (27 bit)




E%amfikt C}nS@hﬁ “HA~ G&AF&SSl

10001000 11100101 11001001 0001000

W d+ 0 D] ay <

Cless £ B 136, 209 2061, g;
st TP



j:P\/L’k NS éasxgmi V) [olg\.

C(CSSQ/S A a@ ((ow o> MHCI,U’
4.2 Lillen @L&&(‘Q,S& 3‘\3\1
Qe,q\tjra —  paecha el /)

COV\.C/LAAS ISl ()n,vk_ o g\):C,Q,






(D TPk

”E\/\\JQA/A‘CA Ta \OICI ?

“MNlowws & R -Ld- addiesses
(NesSus 32/&&’) QQJ\YS. 128

FT{\GV\% hon lhes  Leoan &l owes o
%aidta[ oS oo—C— Nsv. QD\D\J /We/fgczf\ki
e ~1% 28 ol RS



IRL detmils:
_?QC/L:QJ\_ heeders et Ao os (oilj,

C‘/\O('\,\q
"wa Q)\ yoro SS
S\i\/j\o ? \“‘:; a{— FOLIRSS | /

~ Pf\\vo\ @\QWSIOW\S @}QSJ[" %mkﬁf\
]/\03"%‘ % Léw 'QU\



@ Ndﬁ/\)o«‘\@; AéelrtSS Tmms [OLJDQQ

o Ao b e
}&V a V\ELQPS\Q\—Q S @M‘*‘Seiﬂg_, OL\A 1 ]LQ-

N mjref\/\o | 1P o\ci&,ms s
[ dr (/\)%
% 1S On.\ O %&_ &&5—}_

(COMLO”‘QS wd( (/OL'{’&\ Qmwa[‘ 7@140—7(70;/\6\/:7;)




Tos  of NAT:

~ e S Cal

- \QG\NJ ol QU((_\ Saver

**0(—\,2,:;\36/(‘

Cor\i.'

—
/-

“‘QDW\A\* 0%‘ ‘@w\u&

— \'S\.DWG,(“




—HNU‘Q_ \S QMW\P bQ/jVW%’\ O,(CLS% ]5 c\vxi.
3\%@3

Class B 10| netid (14 bit) host id (16 bit)

M&M U_ V\Q/A\\/GGP < QC‘\\V\C\ ( 7
S\Ab d rH/\ er,

Class C 110 netid (21 bit)




6{0\\/\«?@7

0 1 2 15 16 24 25 31

0 1 Net ID Subnet ID Host ID
oless &[5 T bz / &Ods
Q,
H Subnds 0 L

+#+ hosts @QQ/Q/\: 9’7 VV\QC/{/LILA‘Q—\S



SALV\L’% COW)V\'
”5/ COVV\‘DM O Sv\\al/uz:‘“ sk
3 ;Q;gg 255 )
I SN

U \\ VLWL Ty pooo o000

A well es o~ TP 2¥.9L .3Y. | S
P4 \ N

OO O 11D 0000 00610000 Ooeolil



F_}:'\ti— (>Se. /Arf\) Qf(.)_
wgab\;hmf{f VQPSVE k&\‘Q d 2

ARLAREA VUL LY Cree | DOGO &30
|

\
U

1
 oo000s 0 11D000 0610060 Oowll!

0 1 2 15 16 M 25 31

0 1 Net 1D Subnet D Host D




[ocal fores Nedhoorles

A LAN is a “small interconnection infrastructure that
typically uses a shared transmission medium”.

From Computer and Communication Networks by N. Mir
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Star Configuration

Ring Configuration
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5 iptabl -t filter -A INPUT -m state --state NEW -p tcp -5 192.168.0.1 --dport 23 -j REJECT

iptables

We're going to Lise the iptables tool to tnsert a new ride trte nelfTiter.

-t filter

This ride is going to go inthe filter table, which is the bualt-in packet flitering table. This rude will apply ondvto:
=2 TINPUT

packets that have been put irte the TNPUT chain either by the kernel or by some previous rude and which:
-m state =--state NEW

represert G Rew corRection,

-p tecp

are Transmission Control Protocol (TOF) packets,

- 182.168.0.1

are from the host 192 168.0.1,

==dport 23

ard are destined for port 23,

-4 REJECT

Rerect ary matohing packet. Frocessing of all packets matofing ths rude will irnstartly jump to the built-in target RETECT, which
means that the packet will be rejected by the kernel with some brd of retwork ervor message.
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Alice Firewall 1 Internet Firewall 2 Bob
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IPsec Header

v

Original Encrypted Packet §

A A

New Network Layer Network Layer Header and Footer
Header and Footer

Data Link Layer Header and Footer

“Refers to keeping the original IP packet
intact and adding a new IP header and IPsec
information outside.

Content taken from " MNetwork Security: Frivate Communication ina Publicveorld"
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Alice sends an e-mail as usual.
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Transport

Internet
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The e-mail is divided into packets. Headers are
added at each layer.

v
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Firewall 1

Internet
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Each packet makes its way to Alice’s firewall.
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Firewall 1

Internet

Criginal Encrypted Packst

EL Link

_ Original Encrypted Packet B5e

The IPsec-enabled firewall encrypts the packet,
adds a IPsec header and adds a new IP header.
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A
Any Router in the Internet

Internet

Link

COriginal Encrypted Packet

sos _ Criginal Encrypted Packet B35

As the IPsec packet is sent through the Internet,
routers will look only at the new IP header.
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Firewall 2

Original Encrypted Fackeat Internet

Qriginal Encrypted Packet

Link

When the IPsec packet reaches Bob's firewall 2...
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Firewall 2

- Internet
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Firewall 2 decrypts it, gets the original packet, anc
forwards it along to Bob.
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At Bob's machine, all the headers are removed and
the packets are assembled into Alice’s e-mail.
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