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DVD Lawyers Make Secret Public

Declan MeCullagh 2 11, 23,0

Lawyers representing the DVD industry got canght in an embarrassing gaffe when they
filed a lawsuit and aecidentally publicized the computer code they wanted 1o keep secret.

The DVD Copy Control Association ineluded its "trade secret” source code in court
documents, but forgot to ask the judge to =eal them from public scruting.

Whoops.

In a hastily arranged hearing Wednesday morning, DVD CCA lawyvers asked Santa Clara
Superior Court Judge William J. Elfving to correct their oversight, and he agreed to keep
the dorument confidential.

It may be a little late. The document is dated 13 January and is widely available on the
Weh. The owner of one site that placed the 140KE declaration omline says over 21,000
people have downloaded it so far.

The 11KB "CSSscramble” source code, part of the larger declaration of DVD CCA president
John Hoy, cannot be readily compiled into a DVD viewer or copier.

But if it had not been released online last October, the DVD encryption scheme likely
would not have been penetrated.

Elfving granted an injunction last Friday, ordering 21 defendants to stop posting DeCsS
software — which allows compressed video images to be copied from a DV disc onto a
hard drive -- on their Web sites.



G God Q)}QOLVV)P de DES - @e:\z\ Ef\Cr\/P%Oﬂ _Q;ZW:LJA

a1, a7 Q) NRS  (ow NIST - Nohonal  Drshhe
ol S'\zr\ C—J‘J_S &7@0%\% >

Sswed  a pnest R~ o <

c,r\/?\\c@m?\mi ’\D\FOAVD co

Kerox Alto

UNWMAC Type 1218 Computer



Q@l%h O\/“hLe./lo\ f

— N leuel @’(\L Se
— @s?\szj:\ak S e,CtQQ—J 47
"-2,65\/ )‘\_;D\OLQ_MAW%VW&

:2 :r\gmtcc\” L \Q/VI/\Q//WLC‘ELQ

A

— e e

—‘a\aLQ_ '\b \0—6_ Vo\\&éc\-\—eek

— &yfof ‘XV‘ZIOLQ .

EZ S\AH“; CO’W\Q\e/\-Q, FQ,\\V\PQ



DES

==

- L OK7L} ‘H;\LO ﬁ\/\ &Q

— LTNSM ?mAucp,s “Luecke s iy on~L_

iéié\_cé | ﬂb%%m ng Jo’@oc“7

| arnder | o
Eneryels, % A s
2?733@/‘%’1%‘ e\ ot wéOM%J‘\AUB




DES steps
D?erfgorw\\\ a~ nthe\ :ﬁaf‘muﬁzﬁw\ (Z\’P)
2) Perbcon wihal Smmsdorpasbor
2) Perhoenn Wb Wenheal rowds  oF

ii@; f@migj Com?vﬁz%m U\Szna
LQ> Porforn~ tnyerse. wnihal ?Ummn%m




[ INPUT |

(sum AL rmmumnnﬂj

PERMUTED "o
INPUT
K
[ l I Ri=Lg (B HRo, ¥))
s s
I La=R, || et @Ry k)
T |
£ -
X o
' .____: _:"a—-:.',"__'____:_
£ B |
| bisRie | [Misha@®iRg as)
£ K1e
¥ { £} t
Fuouwurbazqsgymﬁ_ u_”ﬂ [ Le=t15

INVERSE INITIAL PERM )

DLI';IFPUI'

Image mken Fom FEDERAL INFORMATICMN PROCESSRG STAMDALRDE PUBLCATION, FIPS PUE 45-2




- LY
(94 mPVc\' ]0"5 Nu ?efmu&lrgi S
%{«L ouoth el PQFWNN%a o <;

IP
58 50 42 34 2 18 10 2
60 52 4 36 28 20 12 1
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 3
57 49 41 33 25 17 9 1
50 51 43 35 27 19 1 3
61 53 45 37 29 2] 3 5

3 &5 47 3¢ 3} B 15 7



S\r@pl \ xji:ofm

Q@Am&_ L=l ngv lojv
(es wiq\\;y\bmr\ ME‘;% % &QT

/L\Q/\ %UW\\AQ‘-

57 49 41 33 25 17 9

1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 Sd 36

63 55 47 39 31 23 15

14 6 61 53 45 37 29
21 13 3 28 20 12 4

Image mken Ffom FEDERAL INFORMAT IOM PROCESSING STANDARDS PUBUCATION, FIFS PUE 46-2



|
[

K (48 BITS) [

kL azeirs |

Image ken fom FEDERAL INFORMAT IO PROCESIING ST ANDARDS FUBUCATION, FIFS PFUE 46-3




- =

ssssss SR Zarki esppnded
| ), | To 4% 7 Q ﬁ)l(cc\%
MU0 |m| T JI JHIJ el T ot/ e Y

]
A N IH i IH[ i Collo A Q%qugtom

| \
, 32 BITS
mage &l RAL IMFORMATIOH PROCESSING STANDARDS PUBLIGATICON, FIPS PUEB 46-3




K (48 BITS)

. |
| ]_
O JOIE O O OO O
1 O I\} 1 1 1
|
i



NOK
7,

| 4

R [IIITSl i (
48 BITS ] [ K (48 BITS) |
I &
l

2) (3) (3 Ls)(sa)(% St

kL szpirs |

Image wken forn FEDERAL INFORMATION PROCESSIMNG STAMDA RDS PUBUCATION, FIPS PUE 45-2




e Koo o

\\S \0074 S\A\OQWN\Mn

E\bc)c_, c;\\uc&qui \n{‘o
L Lod pecs

Perocossed \07/ Tla Nl

[+ ]
= |

{48 BITS)

(48

11 il

g >- boxe% <
non- \we < — %mnggymg
Hrom b Yo i-\‘g
n ook~ ULF ‘h&b L

I

"IT'

I1111 gill

T

I T

& ]

i

il
i



qﬁm{ "/C{
?’\pox Fsszm t=hon.

; P S Mules owsvgvdS
“ e
B BIT [ 4a|mm V\—E Qg— _\’(x{’

ow«es —bi

e T—

191 1 11 1 I
1T

(FD/HS S “ddfsion' )

P
I 6 7 20 21
B 29 12 28 17
| s2mrs | 1 15 23 2
Image wken fom FEDERAL INFORMATIOMN PROCESSING ST AMDARDS PUBLGAT IO, FIPS PUE 45-3 5 l 8 3 l 10

2 8 24 14
32 27 3 9
19 13 30 6
22. 11 4 25



/vaw oONe_ \f‘omﬂé
Xog. Has e \(‘\ Wi

N it Hae e
el £

("INITIAL PERMUTATION )
i b i
-
W S
e ST =
i ) ™
Ly=Rg | Ri=Lg [+ HR g, K
i — 1
!
;\".'l-l——i__l_j_lv-
G i
:_:—c:'_':_:___
-~ e —
i i
Ly=R R FR,,
; [
- o
r
-t

(INVERSE INITIAL PERM )

b

QUTPUT




40
39
38
37
36
35
34
33

= k3 W B Lh Oy =] OO

48
47
46
45

43
42
41

IP’

16
15
14
13
12
11
10

36
55
54
53
52
51
50
49

24
23

21
20
19
18
17

63
62
61

59
58
57

32
31
30
29
28
27
26
25



soes SQWKELL_ €>Qmm Moo ()uﬁ*&CLQ,Z

Data: Ox@DEA .DQCO. FFEE.QOFF
Key: 0x0123.8104. /5AA.F41E

Result: OxO@EEF.E446.0E9B.19FF

(\C‘
L Data: OXOEEF.E440.0E9B.19FF

Key: 0x0123.8104./5AA.FA1E

Result: OxODEA.DOCO.FFEE.QOFF



LD\AV does (- voorl;/?z

Data:  OxOEEF.E446.0E9B.19FF
Key: 0x0123.8104./5AA.F41E

Resulg//a;ngA.DBCG.FFEE.@@FF

Data:| OxOEEF.E446.0E9B.19FF
Key: 0x@0023.8104./5AA.F41E

Result: Ox1AE0.0386.B2FF.1D94
/\/



% (p(\g@\f\c\cy Jﬁfhofy ; S’bbyﬁj

S-Loyxes \/V\Q\GL D{7$ VARV \/\Q“

/W/\Q\;Q&Slrt\/j\—‘ o an O\HG\CE X@v\owm SN

&Qjejfm%a cr7f>%— cuna 7/313 =\ JrCanmszQ
AS covere d

T3 V\S\\_ m/a)fq %A o kw@ Al et %@ c\g\cq,QL

&yy ‘H/&_/ NS A @W&mf ?MQ/
A\SD&QVQ/ C,(b\/\m “((/\G»JT M& NS}V C\N« 5QQ{'

D‘KQS % C,ou\\ Sreal
a\l e




ws dd DES ek /

A6
0 Blhenm oo Shami~ é&u@ﬂi@ (?%&4 (Ca Y)

- c(dtg&r%f\lf\q C,(\(P e 73\
NSlal C/\E\’\QJ"—\—%@’\_&Q\/\S S\S O(P
@X\w\c&— A% rences. /EAMB LL:\J%
< aE

QO@ ro
B o o c?\/\sj‘w V&\V\(j C;l ?q\f\g

ﬂ%
] M ? \/\Se,é, \\V\Q,o\i_ CWP—\—Q‘AQ(VSLS

- etter
o\c, o Q\,q\/g O\V\CJ, ., wor\cgs%z%or\s

as well as/ A crousn P\C»mMJFS




j:&/\ ’_\_S\/\. \OKCL% ’\/(/xe, ErFF louu H'_ S VV\QC/Q/\V\O\_,
[ r d
0( a%i?c,é OéFC_Q/_,K& ijr\mc,\jf %vw WE@ l/\,()\/\(\g .

(go COMF\AH‘}WQAO\\ 5:\362,5, \oroke PESQ

j:/\ QOOCQ) DES o o’QSC/\c\“7 r\ejmﬁe,cl



]m@@ DES : BDES
"Las)(’ A et 4o scave (1T
~Yepee. S Lol AL e nt
’\D\&% ve LS Jwv\@S ig/\b;%,
AC’\\/&.&.H?/ — 6"1“ SecaR (




AES: Adenced @Cm/fﬁfvm Stendee
ﬁﬁof\/} %;\;m 9ac, N%’-DTESLS_SMQA o Call

m? O\.CQ__
° 1 ﬂol(g \ omt% S e L
- u\LVVH ,Q
¢ N N S JV e T W\J\ N
PW \/\L\é oM a\ gb\gtssglihs

Vo e WW oe S E, Qlae, &QJ\J@\QSQ/A
\0\/ (\?)Q/\Q\C\ e Cv’\?% O V‘a]o
® O@T\Q\q \\/ O\Q&Drou Va 200\



AES : Debmils

-—Oc)c,\ IR bis e a
b Qopgsca SN A




DQA:W“X?’DB

%S O?@\Q\VC,S WA O QM
@ iam o;m%m Z\M@O&ckg
C{_(ﬁ,& JﬁO\r\ ey \{\/\uu\ "\'O lCC\’HOhj
/\L\a_, O/\DQJ\CA'\QV\ \/\/\_L,\S\'—
~ be a%souq\wVL (Q\O>C = O;o)

— \/\QUQ, ) @M*’ O\"L:_O\



E;Y_: @P\5 On \f‘om§> naes O\CLAL%DO:
><*—(>/Jr7?:> — (X\’\/)ﬂ’%—

X%—D:
c xr0= O
I&m\n el +°O O?
(ium%S f

Whhat \oou vv\\/\\\\ \C,qﬂmm7 — R
Q\J&Q\— OC\V\povj(_/ Z v %&/Q L O






A\DQ/\(C—\\/'\ qr‘cu\p
/AY Q\(\O\A\D\/\ w\/\QfQ, Commw’]‘a&-\)lé 0\155

o s S
Q¥ |5 = Jo%q
R\)«,\\Y: A S@"T\iw\iﬁ\\ \SO% + and K| hose
obelian fvuﬁo MncLe/* +~

@ \'S COWIW\,(/L’]'Z‘-‘}\UQ, = QSSOOCQAVQ

= M hftcahui \AWQiQ/ "i‘d\éyén{\\/('lcje/\%ﬁ/

= CO\/WL&C, oN +— &—
X -
X yfgd = ><7 + Y 2



Etonglas s+ Z, o inkepes

° W S S Amkb
’% e@ \/\él _ iO)] Zg
= %0,01,2,3, 4




Nk

2“’\35 \/U Se \/\uue, V"\VL\\N()\\CJ\UQ.

Uieg

Ecamgle @—: 2oL zf
Z, =20 1239 5l «

M 8 oyl nwese o G
\/ég — g 0?

thedm Va3 ?



- L\ \/\9&)&,
ie/lé mw@\o\ﬁg\?}\ w%eﬁéﬁ% olso .

Clled e bk Gl ;@Iin%%o@
Be: Z.=%0,1,27
i
/

N R %?)\D\f\@/ ? \5 15 PWLF




S/%Q/ VLOAFQ \/3\/\7/ do  woe_ C/Lﬁ?
@ L)\/7/ wsT sSe R/?

[V\,Anv{-{/\‘ NN~ —
<, Wy ch?) R

&

@\/\)\n\/ Soog for Qr\//o%\jrc,roﬁny?



A ES - Ded=ils
T

enhal oo N
Ecsentell 7 (;WQM&A Vﬁ?eﬁkﬁrgy)

D) Subshhde L. e s
2) Yerpule

5> Mix  Columins
DAt oord by (o) X oty et

O %Q,Qr‘e, —*C/\/\c. mc)es €C-. V-Vb/)



Phintext Key Plaintext
o |
Add round key |« wD, 31 »| Add round key
| Substitute bytes | | : Expandkey | | Inverse sub bytes |

—

w4, 7]

Inverse mix cols

Substitute hytes

Round 9

Round 10

—

w41, 43]

Inverse sub bytes

Inverse shift rws
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Round 1

AES Algorithm

128-bits of message
atatime are
operated uponin 10
rounds of four stages.
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