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based on emulshb

Experiment (UP-CS448/T

Wiew Activity Logfile
Swap Expeariment Oul
Tarminate Exparimant
Modify Expariment
Make Experiment Risky
Modify Traffic Shaping
Modify Settings

Link TracingMonitaring
Event Viewer

Lipdate All Nodes
Reboot All Modes

Infarmation - Experimentation -~

My DETERIab | Logout | News | Contact Ual'_iTrr_h [

el L3
Begin & Risky Experiment
Expariment List ttings
Mode Status
List ImagelDs
List Q51Ds o
Start New Projact el
Hoin Exisling Project -
|Group:
\Experiment H
|Created:
|Last SwapMc
|Idie-Swap.



/share/education/PermissionsFirewalls UCLA/permissions.ns

Begin a Testbed Experiment

l’(f I V\OQ): » If you have an NS file:

You may want io syntax check it first
» If you do not have an N5 file:

Mew GUI editor - An enhanced Java applet for editing topologies.
« For manipulating your experiment, consider SEER.

Select Project: || uP-Cs4as |5

Group:  Default Group 1% | (Must be default crferrespond to selected preject)

Mame:

{Ne blanks)

Description:

(& ooncise sentence)
Upload I "

B ]

(500K max) (Ertae)

Your NS file:

Syntax Check =

On Server

(/prod, fumers, fgroaps, fehare)

# Idle-Swap: Swap out this experiment after 4 hours idle.
If not, why not?

Swapping:
|
# Max. Duration: Swap outafter 12 | hours, aven if not idle.

Linktest Option: || Skio Linkeest i+] (What Is this?)
Swap In Immediataly
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| Settings | | Visualization | | NS File | | Details |
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Install firewall on the

server node.

Use client node to
test the firewall.

clientepcy
10, 1a1.2
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upddBar@gerver:~8 cd /root/firewall
updd8ar@server: /rooct/firewalls 1s

extingui.sh extingui.sh~
tester.sh

Wc\\g,q, ?/b nre

irewall.sh firewall.sh~ 1ptables reset

Go]\(‘_&

updd8ar@server: /rooct/firewall$ sude sh firewall.sh

Starting firewall: done.
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upddBar@server:~% cod /roct/firewall
upddg8ar@server:/root/firewalls ls

extinguli.sh extingui.sh~ firewall.sh firewall.sh~ iptables reset
tester.sh

updd8ar@server:/root/firewall® sudo sh extingui.sh

upddBar@server: /root/firewalll
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-L 2 et adles

% sudo iptables -L

Chain INPUT (policy ACCEPT)
target prot opt source destinaticn

Chain FORWARD (policy ACCEPT)
target prot opt gource destinaticon

Chain OUTPUT (poclicy ACCEPT)
target prot opt source destinaticn
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-A: Append a rule to the INPUT, OUTPUT or
FORWARD chain.

-p: Specify a protocol.
-d: Specify a destination port.
-j: Specify a target:
ACCEPT:Accept the packet.
REJECT: Reject the packet, notify the sender.
DROP: Silently ignore the packet.
LOG: Log the packet.
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iptables -A INPUT -p teop --dport 22 -7 ACCEPT
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-i: input interface.

S—

—_—

-0: output interface.

-s: source, e.g., a machine name or an IP address.
- )
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upddBarfserver:~5 i1fconfig

eth4d

===

=th8

Link encap:Ethernet HWaddr 00:1b:21:1e:rac:14

inet addrﬁlﬂ.l.l.B Bcast:10.1.1.2585 Mask:255.255
inetéd addr: feB0::21b:21ff:fele:acld/64d Scope:Link
UF BROADCAST RUNNING MULTICAST MTU:1500 Metric:l

RX packets:0 errorg:( dropped:0 overrung: 0 frams: 0

T packetg:9 errore:0 dropped:0 overrung: (0 carrier:

colligiong: 0 txgqueuselen: 100

R¥ bvtez:0 (0.0 BY TX bytes:706 (708.0 B)

Link encap:BEthernet HWaddr 00:13:72:4e:ccibd
inet addr:192.168.1.181 Bcast:192.168.3.255 Mazk

ineté addr: feB0::213:72ff:fede:cced/64d Scope:lLink

UPF BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

«255.0

1255.255,252.0

R¥ packetg:1455]1 errorse: 0 dropped:0 overrung: 0 frame: 0

TZ packetg:213]1 errors:0 dropped: 0 overrunsg: 0 carrier:o

colligiong: 0 txgqueuslen: 1000

RX bytes:18471062 (18.4 MB) TX bytes:199954 {199.9 KB)
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iptables -A INPUT -1 eth4 -g gerver -7 DROP
|

Whet  does Hus vrule o/
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q
— } The Internet Protocol Suite, informally called
QE/OA TCPF/IF, is an implementation of the OSI| model.
WL

Application
Presentation Application
Session

Transport Transport

Network Internet
Data Link

‘ Link
Physical

OSl Model TCP/IP
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Application

- Determines how an application
should use the network.

Transport

Handles details of data transmission
/ at the end-points of communication.

Internet

___— Expresses how packets should be
forwarded and how packets should

Link

be addressed (also called Network
Layer)

TCP/IP




Sometimes divided into Link Layer

Application and Physical Layer.

Link Layer: Provides for
synchronization and transfer of
Transport information. Defines how physical
machines address each other.

Internet

Physical Layer: Defines electrical
aspects of sending signals along a
wire or wirelessly. Also addresses
switch and router hardware.

Link

TCP/IP
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Clazs A

ClassB

| ClassC

— ClassD

0] netid(7 kit) hiost id (24 bit)

10 et idd (14 bit) hiost id (16 kit)

110 net id (21 kit) bt i (8 bait)
1110 multicast (28 bit)

11110

future use (7 bi)




E%amflll C}n&@&r s cdd re.sg

10001000 111@@1@1 11001001 @@@1@@@
(- o

CKGSS? %
e TP 1206 207 20 . ¥




IP\/L’& S ée,SLGV\Q/A L Lolg |

C(CASSQ/S A - uow o \/Lﬂcf,qf
4.2 Lillen O,de&m,ss %\1
(_26&\(% —  pawchs Sna sz‘ )

Covxc/wamm ?f‘bbte/m— W ot fd-a.






(D TPk

-_—

—Thruented A~ 1YY

“Mlowos & R -L, A addre
< (ossus 32—t 3 18?;2 2

—Trensihon  hes  beoow  slower Hea
lm% e/dr;cJ: es o Nou. 2019 /P/fzf\k{
EN be ~1% 2 bkl RS



IP\)\Q Cle/’\YZ\\\S .
_?QC/E,Q’&_ L\Qqéﬂ"g A NI OS (ij

"H‘Dw Q)\ o a\og\,\q
S\emf\o ? &SQ a’k— rOLNRSS | /

Pf\uo\c@\ O\QWSMN\S exist— T Mhde
QM0 V\C\V\Cl,af"\
1/\03'%‘ LAM\W’Q{F@



D) Nedsocks  Address Trans b

OW V\AS b@}ﬂ/\) r LU/
Aoroddel Stands Ll o paveic

N mjrer\/\o P o\&imss PP
6/613 od val %Q__ g&?— (/d)/z

(COMLO“’LQS wd( (/uﬂ’@\ ‘@mwa[( "@me‘/}or&/r‘?.>




MT’- — &L*\\Wb o el

/CDW\\\/ \/\Q&A LT_,’\D

QO_Y\;_: — SH/\LjLL _Fowﬂ‘ c}'p_ —Qﬁ/u(‘(}
r—SLOImRC_c\n’{'\ @VU—L‘Q_XQ\



—n/w‘%/ \;%Ccz—;}mw\\o bohween  olass B and

ClassB 10| retid (14 bit) host id (16 bit)

Class C 110 retid (21 kit) heut il (3 it)

Ol O ’\\/\J‘@f‘[ jrv\a\(
Mowy_ o nadosrles  achaelly




0 1 2 15 16

M 25 31

0 1 Net ID Subnet ID Host 1D
.~~~ "
C\g%S B CY \O\B ) bﬁS
q
# Subnds ¢ J



SALV\-&/&% Cc\/ﬁ\‘
/E\/w& COW\‘OMU\ @36 o0 S\A\0V\Q,+ YV\C‘«&)Q

S OES. A55 .
/ L L
VIO by L ) S oo cooo

As  well es o~ TP 12¥.9L . 3Y.

~

| DOOED., O 6 0009, OO 00O 0o oy



ok ‘o brhose AND
AlLer Subnef— Vusus

A" \H\\\\\C BARIARATRERENY
| DoOwCED., O 6 0000, OO{OOO[C)OOCD///(

I~

\ 4

1o aob
‘/\DS'\\Q IQX S

e

15 16

M 25

\.\ Soo oD

Xd
\\W\,\S\

31

0 1 Net 1D

Subnet 1D

Hast 1D




[ocel fores Nedhoorles

A LAN is a “small interconnection infrastructure that
typically uses a shared transmission medium”.

From Computer and Communication Networks by N. Mir
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Bus Configuration

Star Configuration

Ring Configuration
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