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Application user application interaction
Presentation structure representation

Session session checkpointing and recovery
Transport reliability

Network logical addressing, routing

Data Link physical addressing, 802.11
Physical media, signal, binary transmission
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Transport Layer Header and Footer
Network Layer Header and Footer
Data Link Layer Header and Footer
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5 iptabl -t filter -A INPUT -m state --state NEW -p tcp -s 19%2.168.0.1 --dport 23 -j REJECT

iptables

We're going to Lse the iptables tool to tnsert a new rule irte nelfTiter

-t filter

This ride is going to go inthe fliter table, which is the bualt-in packet flitering table. This rule will apply ondvto:
-A INPUT

packets that have been put tnto the TNPUT chain either by the kernel or by some previous rule and which:
-m state =--state NEW

represerl A HEW coMMEction,

-p tecp

are Transmission Control Frotoool (TCF) packets,

-= 132.168.0.1

are from the host 192 168 0.1,

==dport 23

and are destined for port 23,

-4 REJECT

Rerect ary matohing packet. Processing of all packets matofing ths rude will instantiy jlmp to the built-in target RETECT, which
means that the packet will be refected by the kernel with some kind of retwork error message.
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IPsec Header 3% JDLR
v L\

Original Encrypted Packet §

A A

New Network Layer Network Layer Header and Footer
Header and Footer

Data Link Layer Header and Footer

"Refers to keeping the original IP packet
intact and adding a new IP header and IPsec
information outside.

Content taken from " MNetwork Se curity: Private Communication ina Public Worl 4"
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Alice sends an e-mail as usual.
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The e-mail is divided into packets. Headers are
added at each layer.
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Firewall 1

Internet
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Each packet makes its way to Alice’s firewall.
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Firewall 1

Internet

Original Enarypted Facket

: _DriginalEncrypted Facket L
e Link

The IPsec-enabled firewall encrypts the packet,
adds a IPsec header and adds a new IP header.
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Criginal Encrypted Packet

Any Router in the Internet

Internet

_ Original Encrypted Packet B

Link

As the IPsec packet is sent through the Internet,
routers will look only at the new IP header.

A
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Firewall 2
Original Encrypted Packet Internet
Original Encrypted Packet
Link

When the |Psec packet reaches Bob's firewall 2...
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Firewall 2
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Firewall 2 decrypts it, gets the original packet, anc
forwards it along to Bob.
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At Bob's machine, all the headers are removed and
the packets are assembled into Alice’s e-mail.
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