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Wirus contafmination

Unauthonzed access to data

Laptop of mobile hardware theft

Thett of propristary information
Dienial of service

Frnancial fraud

Intruder abuse of net access or email
Telecom fraud

Bots (zombies) within the crganization

Sstem penetration by outsider
Phishing 1n which wour orgamzation
was fraudulently represented as sender
Abuse of wireless networls

Instant messaging misuse

Misuse of public Web application
Sabotage of data or networks

Web site defacement

Password sniffing

Esploit of vour organization's DS server

Other
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Image provided by William Scallings and Lawrie Brown, with permission.
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Draper’s Shop. Woodcut by Erhard Schoen. 1518.
Image provided by ART Stor.
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Figure 1.1 The Security Requirements Triad

Image provided by William Stallings and Lawrie Brown, with permission.
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“Norms regulate behavior in cyberspace as
well: talk about democratic politics inthe
alt.knitting newsgroup and you open
yourself up to'flaming’..Spoof another’s
identity in a’'MUD'and you may find yourself
"toaded.”

-- Lessig
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“Think of it like this: Todaywhen you buy a
book you have the ‘right’to do any number
of things with that book.”
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