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Network Layer Header and Footer
Data Link Layer Header and Footer
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5 iptables -t filter -A INPUT -m state --state NEW -p tep -5 192.168.0.1 --dport 23 -j REJECT

iptables

We're going to use the iplables tool to insert a new rule into netfilter.

-t filter

This rule is going fo go in the filter table, which s the buili-in packet filtering table. This rule will apply only to:
=-A THPUT

packets that have been put into the INPUT chain either by the Kernel or by some previous rile and which:
-m state --state NEW

represent a new connection,

-p tcp

are Transmission Control Protocol (TCP) packets,

-5 192.168.0.1

are from the host 192 168.0.1,

—-—dport 23

and are destined for port 23.

-j REJECT

Reject any matching packet. Processing of all packets matching this rule will instantly jump fo the built-in farget REJECT, which
means that the packet will be rejected by the kernel with some Kind of network error message.



Ewwq\\ Con Q c\w\cﬂ\ OAS

\J
< = "De ‘\(Jr?\r. 4 P
D[\[\ ]AK FOFEV\W\;—S&\_ \‘\’\\’%i\ JP;VWE\L_ CLBQ/MQ_Q): \Cﬁ
Leoan WaN e oV e L) ne ,
\m—k@rz&%) WL'\/L\ qmﬁr\e,wdo\[ on ecch Szcje,

T\/’JE\CQHY Cov\ly—&\u/\gi
- \/\)@,b Stxfz \/\06*\?7
pa‘/\o\-k\ Serve (S

“thah sk Sercag



Cocl: D
= CLS\\FLL/SY_ - varuh)r :

C_b MMt Ca S(WOV\S

jo fe DM
('CFOW\ \'DD-\’Q,\ &\_ptc\qw\_&\'> Internal Network

Router to External Network

(r\D\C&\A(‘L CQWP\_L?Y/ o-g
w \\C-k ?QAJU:.}



Iéea(\\( ‘. E\{gj\ belnd OW2, ecdn area. ¢

56?&% e,

WW- Reop  vulwarsbilhes Seprefc.

| | |

Corporate data subnet Customer data

subnet | | Developer data subnet

t
== zﬁF ’43‘
||

N

1]




OJ((NJ‘ E\W’\S oC‘ EM\/QH&

C\L Tl DN

’;I’(/\ LS (O o C,)DGV\ g\ X—Q/v\
Jr(SCWQ D e S )

g\(ﬂ—bﬂ\_& vd\mc}\ koo\g &f‘ UU/\V\_S\/LC\\ \OQ/\/\C\\).LOP
NTIDS

~I(/\lvﬂ/\§u>r\ ?YW’&\ o S YSW S

j:DS al AWWV‘L% To bloo\gz o CLLO\V\UQ_
Natre



TPSec
'Ha\rQ_ S AR &Q,\/\JV a ’Fa%&udcsré_ ovqr‘%’(/\o\

o V‘@\e,%S v:,omwaclhw\ Or\— & Co @,:Q.Q QLxc‘G/

2 Qo
A == Se==s

Alice Firewall 1 Internet Firewall 2 Bob

R&\OL'\‘Q‘QL_ ?\J&Qghcﬂ BJQS‘ ]/\Q.S-V‘A_ 0(\ Cy ’\D&CE&‘F

&m




IPSec

Tl

o% EPS% (S Wzb mwo!_Q o

i \Qﬁ‘« \/\(Cc‘\\ Secure. (Con CEQV\ "JQJW\
e/w% S»z/r\’_ OVvRS~ O\ e cau R

Z

(=)
Alice

O
— -

Firewall 1 Internet Firewall 2 Bob




va S &@@/\%ﬂ_ Fom.  Srevalerd
@V\(/t/‘/ F}'uw\ :

= s
Alice Firewall 1 Internet Firewall 2 Bob
T
AV
eru

Agplichn  nover Luous alooa™ encyobin



Associated with each end
of the connection is:

. cryptographic key,

- identity of the opposite
end,

- cryptographic services.



A security association is
unidirectional:

a transmission between two |
|

parties requires an SA in

each direction. L}Y)



Q_EA_JO /\&’Jc&@
‘T‘/‘OxV\S’\DOJ‘XV M¢£Q_,

"’T:/LV\V\/Q/t /\/\oéf/é/




T\/\.V»V\Q,\ /\/\pAQ
wér\cé W\AU\ﬁ Ccvw\n_c/\(ldv\ (> E@va\ QQF‘Q_WQLLS

or g ﬂ\‘

e
B

IPsec Header

I

Y S ST A
| Transport Lmﬁegh)ecf\an%ooter

New Network Layer Network Layer Header and Footer
Header and Footer

Data Link Layer Header and Footer

“Refers to keeping the original IP packet
intact and adding a new IP header and IPsec
information outside.

Content taken from “Metwork Security: Private Communication in a Public World.”
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Alice wants to send a message to Bob using IPsec
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Firewall 1

Original Encrypted Packet Internet

Original Encrypted Packet
Link

The IPsec-enabled firewall encrypts the packet,
adds a IPsec header and adds a new IP header.
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