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EN220-M14560-3:~ crenshaw5 ifconfig

enz: flags=8863<UF,BROADCAST , SMART , RONNING, STMPLEX ,MOLTICAST> mtu 1300
inet 19%2.168.0.3 netmask O0xffffff00 broadcast 192.168.0.255

ENZ220-M14560-3:~ crenshaw$ sudo tcpdump -i en?

tepdump: wverbose output suppressed, use -v or -vv for full protocol decode
listening on en2, link-type EN1OMB (Ethernet), capture size 96 bytes
21:54:55.521041 arp who-has 192.168.0.1 tell 192.168.0.3

21:54:55.526474 arp reply 192.168.0.1 is-at 00:26:f2:3d:fd:ca (oui Unknown)

21:54:55.526524 IP 1592.168.0.3.62475 > www.routerlogin.com.http: TDF, length 1

21:54:55.637307 IP 192.168.0.3.568%7 > 192.168.0.1.domain: 4%%00+ PTR? 3.0.168.192.in-addr.arpa.
21:54:55.682463 IP 192.168.0.1.domain > 192.168.0.3.56897: 49900 NXDomain* 0/1/0 (114)
21:54:55.705515 IP 192.168.0.3.529%11 > 192.168.0.1.domain: 64526+ PTR? 19%2.168.0.1.in-addr.arpa.
21:54:55.7112%96 IP 192.168.0.1.domain > 192.168.0.3.52911: 64526- 1/0/0 PTR[|domain]

21:54:56.120377 IP6 feB0::046:5233:41:f6e5.58025 > £f02::0.83dp: TDP, length 146
21:54:56.715801 IP 192.168.0.3.50289% > 192.168.0.1.domain: 63905+[|domain]
21:54:56.759022 IP 192.168.0.1.domain > 192.168.0.3.50289: 63905 NXDomain[|domain]
21:54:56.799714 IP 192.168.0.3.mdns > 224.0.0.251 .mdns: 0[|domain]

21:54:57.801569 IP 192.168.0.3.mdns > 224.0.0.251.mdns: 0[|domain]

21:54:59.1918591 IP6 feB0::c46:5233:41:£f6e5.58025 > £f02::c.s8sdp: TDFP, length 146

21:54:59.764231 IP 15%2.168.0.3.63653 > 15%2.168.0.1.domain: 1%351+ PTR? 251.0.0.224.in-addr.arpa.

21:54:59.852669 IP 192.168.0.1.domain > 192.168.0.3.63653: 19351 HXDomain 0/1/0 (100)
21:55:00.521447 arp whe-has 192.168.0.1 tell 192.168.0.3

21:55:00.525466 arp reply 19%2.168.0.1 is-at 00:26:f2:3d:fd:ca (ouli Unknown)
21:55:00.525515 IP 192.168.0.3.62476 > www.rounterlogin.com.http: UDF, length 1
21:55:02.161539 IP6 feB0::cd46:5233:41:f6e5.58025 > £f02::c.s33dp: TDFP, length 146

(42)

(42)

(42)



EN220-M14560-3:~ crenshaw5 sudo teopdump -i en?2

topdump : verbose output suppressed,

.521041
526474

arp who-has 192.168.0.1 tell 19%2.168.0.3
arp reply 192.168.0.1 is-at 00:26:£2:3d:£d:
o e S —

use -v or —-vwv for full protocol decode

ca (oui Unknown)

F

21:54:55. .3.56897 > 192.168.0.1.domain:

49900+ PTR? 3.0.168.192.in-addr.arpa.

637307 IP 192.168.0
21:54:55.682463 IP 192.168.0.1.domain > 192.168.0.3.56897: 49900 NXDomain* 0/1/0 (114)
21:54:55.705515 IP 192.168.0.3.52911 > 192.168.0.1.domain: 64526+ PTR? 192.168.0.1.in-addr.arpa.
21:54:55.711296 IP 192.168.0.1.domain > 192.168.0.3.52911: 64526- 1/0/0 PTR[|domain]
21:54:56.120377 IP6 feB0::046:5233:41:f6e5.58025 > £f02::c.8s3dp: UDP, length 146
21:54:56.715801 IP 192.168.0.3.50289 > 192 .168.0.1.domain: 63905+][ |domain]
21:54:56.759022 IP 192.168.0.1.domain > 192.168.0.3.50289: 63905 NXDomain|[|domain]
21:54:56.799714 IP 192.168.0.3.mdns > 224.0.0.251 .mdns: 0O[|domain]
21:54:57.801569 IP 192.168.0.3.mdns > 224.0.0.251 .mdns: 0O[|domain]
21:54:59,191891 IP6 feB0::c46:5233:41:f65.58025 > ££f02::c.s58dp: UDP, length 146
21:54:59.764231 TP 19%2.168.0.3.63653 > 192.168.0.1.domain: 1%351+ PTR? 251.0.0.224.in-addr.arpa.
21:54:59.852669 IP 192.168.0.1.domain > 192.168.0.3.63653: 19351 NXDomain 0/1/0 (100)
21:55:00.521447 arp who-has 192.168.0.1 tell 19%2.168.0.3
21:55:00.525466 arp reply 192.168.0.1 is-at 00:26:f2:3d:fd:ca (oui Unknown)
21:55:00.525515 IP 192.168.0.3.62476 > www.routerlogin.com.http: UDP, length 1
21:55:02.161539 IP6 feB0::046:5233:41:f6e5.58025 > £f02::c.s=sdp: UDP, length 146

(42)

(42)

(42)
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1] Alice sends her public key to Bob.
2] Bob sends his public key to Alice.

3] When Alice sends a message to Bob, it is encrypted with
Bob's public key. Bob can decrypt the messages with his
private key.

[4] . When Bob sends a message to Alice, it is encrypted with
Alice’s public key. Alice can decrypt the messages with her
private key.



An Adeck .

[1] Alice sends her public key to Bob. Mallory intercepts this
key and sends Bob his own public key.

[2] Bob sends his public key to Alice. Mallory intercepts this
key and sends Alice his own public key.

[3] When Alice sends a message to Bob, Mallory intercepts it.
Since this message is really encrypted with his own private
key, he decrypts it with his private key, re-encrypts it with
Bob's public key and sends it to bob.

[4] Same thing goes when Bob sends a message to Alice.

Example taken from Applied Crvptoagraphy by Schneier



"A common cryptographic technique is to encrypt each

individual conversation with a session key.”
—-Applied Cryptography by Schneier

simple key exchange approach
[1] Alice gets Bob's public key from a key distribution center.

[2] Alice generates a random session key, encrypts it using
Bob's public key, then sends it to Bob.

[3] Bob then decrypt’s Alice’s message using his private key.

[4] Both of them encrypt messages with the session key.
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Certificate Client| Server
Al.lthﬂl'itv 1. Client contacts server: R —
announces Its TSL version and supported protocols.
PR e 3 2.-The server responds with
its TSL version, supported protocols, and certificate
e —
3. Client checks if the server's
certificate was signed by
a CA. Checks server address
and expiration date.
4, The client creates a premaster
secret and encrypts it with the =2
server’s public key. It transmits e iy
the encrypted secret.
[
5.The server decrypts the
5. The client generates the premaster secret and generates
master secret.
| the master secret.
6. The client generates the 6. The server generates the
session key. session key.
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Black Hat DC
2009

Moxie Marlinspike finds a
security hole in one kind of
certificate used in the SSL and
TLS protocols.

Null Prefix Attacks Against S5L/TLS
Certificates

Mimie Marlinspile

07 2808
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It i preseats wune wew tocks e peeforekog aadetected s

i-the-rmicedle artacks aganst amnay comeocn S50 TLS wnplementations

A Brief Reminder

Tha SSE sl TLS |||'|l'|ll|l|- nin 1o proy e socriry, sl ity anel imtesrity
saferuarding comnoiimication feoen baoth passive and active adversaries, SSL0oaned
TS pely heavily o the 500 eorificate stvpetaee (o oedee oo deliver anchenticits
waned both parctaes o aes S50, TES cvmsection lave the oppostuoity Lo dcleorify
themsolves with in x308vd ceraificate

]_Jl_l .:::,'njllull_ LS S u_" e x50 -i":llui.l.:ll- vt iae was bon et
vate stectaes that worild uniouesdy identify individwals withio a globsel Dicactor,
that salthmnte neser fully waterialized, S50 TLS does

HRRLWE i

Loafosenmantiiom LTree, Wil
oot nesd to pay moch attendbon to the bdvarchieal comtext o
For tho SSLTLS protocals, it is the “common

f an entity bl

in idmmtifving itself anyesy
mamne” field dn the subject of oo x50 ertificate W 15 oased Gy idedify e

ties presting cortificares over S50 0TLS :.l:u".il itlarly aervers, Most of the
othier informstion in e Distinguished None e sioply aponered. PavPal will

list wewrwr, payvpedcom o thee “conamon oo™ Belid, Ebay il st www . ecbayeon,

o] Bonde OF Amdories will st woww banleofameri va, voon.



Useful Tricks

=308 certificates are formatted using ASN.] notation., ASN.1 supports many
different string types, but all of them ave vepresented as some variation of PAS-
CAL strings, In memory, PASCAL strings are represented by a series of hytes
which specify the length of the string, followed by the string data itself — ooe
character per byte, This is in contrast to C strings, which are represcoted in
memory as a series of bytes — one eharactor per byvie  which are terminated by
a single NULL character.

PASCAL String:

| 004 (Length) | Oxdd (D7) | Oxdl (A7) | 0x54 (1) | Dxdl (A7) |

C String:

| Uxdd (D7) | Oxdl CA) [ Uxd4 (1) [ Dxdl CA) | Ox00 (NULL) |

One important effect of representing strings in PASCAL formart is that NULL
characters are trested just like any other character in vour character string and

are not embued with any speclal meaning, This means that we can freely include
NULL characters in any of the ficlds within our <500 certificates, ineluding the
“rommon name” field.

One might issne a Certificate Signing Reqguest. like this:

www, paypal.com’, 0 thoughtedme org

As mentioned, the Certificate Authority will ignore the prefix, and only examine
the root domain, thouphterimeorg. I the person issuing the reguest is the
legitimate owner of thoughterime org (and presumably he would be), he would
be able to preove his ownershipof the domain to the Certificate Authority withoat
any difficulty.

As it stamds, most contemporary SSLOTLS implementations treat the fields
obtained from 2309 certificates as ordinary C strings, using ordinary C string
functions for comparison and manipulation. As a conscquence of this, a string
corm parison between www, paypal com (O thought crime.org and www pay pal.com
will identify the two strings as identical. The owner of the certificate for
www.paypal.com’ Dthoughterime.org ean thus suceessfully present this certifi-
cate for connections intended to www. payvpal.com, effectively defeating the au-
thenticity property of S5L/TLS and allowing for, among other things, unde
tectable man-in-the-middle attacks.



Cuvv~am+’ S’:—AJ-Q 5@ C\—Qgtf‘& <

- SSLSTRIP

]I}Mﬂﬂﬂd i I'kis toal previches & demonsteation of the HTTES stoppingg ameeks thar |
(e : presented 2 Black Hat DC 2008 1t will transpasently hijack HTTP traffic on
] uhn'p\-ﬂ.? an:tmrquur.d'! EIH']TEthm:lrm:ﬁm:bsﬂznmq:ﬂunihﬁ:&nh

— either book-alike HTTP binks ar homographesimilar HTTPS Snks 1t also

: s2000] W supports modes far supplying = fvicon which looks bke s Jock ivan, selective
TR D  Inging, and session ceniak, For more information on the attack, see the viden
from the presentation below

Today, he's selling a tool called sslstrip which exploits this hole.

- http://www.thoughtcrime.org/software/sslstrip/




