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Snecl Rules

Table 6.4 Snort Rule Actions

Action Description

alert Generate an alert using the selected alert method, and then log the packet.

log Log the packet.

pass Ignore the packet.

activate Alert and then turn on another dynanuc rule.

dynamic Remain idle until activated by an activate rule , then act as a log rule.

drop Make 1ptables drop the packet and log the packet.

e Mgl_ké Iil;atal::ule; gﬁf} the packet, log it, and then send a TCP reset if the protocol
15 or an port unreachable message 1f the protocol 1s UDP.

sdrop Make 1iptables drop the packet but does not log 1it.
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meta-data
msg Defines the message to be sent when a packet generates an event.

reference Defines a link to an external attack identification svstem. which provides additional
mformation.

classtype Indicates what tvpe of attack the packet attempted.

non-payload
ttl  Check the [P time-to-live value. [his option was mtended tor use in the detection ot
traceroute attempts.

flags Test the TCP flags for specified settings.
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