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Reapo
HW due

° Last graded one back
Monday

• Sample Anal
a Review Monday
a And Friday : 8am
. EC due Monday
Next week .

I 'll be in Wed &

Thursday .

( Post hours on Web page
or email to set up )



Basictssumptions
�1� Multiplication is

easy .

�2� Factoring is hard
.

↳
meaning

current

alg are slow
.

�3� Generating Prime numbers

is easy . @
( Not obvious - but they

are common )

( more later )



�4� Modular exponentiation
Is easy

:

Given n
, me ,

can compile
c= me modn

�5� Given Prime factors
,

Can do modular root
extraction :

Given me ,c + mpg ,

can

recover
m given

me mod n
.

�6�Conje@twe_yyty.outprq ,



So : RSA (finally ! )
Bob :

Selects
2 large primes prq

Jetn=pq
↳ OI In

)=Cp
- 1) Cqt )

. Select e &d st
.

- e and Ek ) are

relatively Prime
- ed = I mod OTCN)

↳ Extended Ee Alg
Not .

• (e) n ) is public key
. d is private key
( also page )



Encrytng_: Alice gets Can ) .

She
'

takes a message M
,

with 0 < M< n
.

( chops into pieces )
Then :

C ← Me mod n

( Remember public part :

@ ,
n ) was kg )

Alice sends C to Bob



Decrypting: Bob gets C

C = Me mod n

Bob calculate :

Cd mod n

Claim :
+

M

Why ?

Ted mod n
= (A) dmodn

= Met mod n

Know ed = 1 mod Eon)

M@dIMlkoIMtDmodn-fMottDkoMm.d

n
" Eukrthm

= It . Mmodn = M



Example:



se : Why secure ?

Bob can decrypt !
He knows ( secret ) d.

Alter Eve 's goal :

Fgwe out d !

How ? •

Bob
needed

ftp.sina
d is e 's inverse mod n

.

Attackerknows n

( but riot OICND.

How to find OICN) ?



Soe
Whole thing is secure

,
as

long as Eve can't get
Ecn )

,
or prq .

:p 'YXH ) ↳ these would give d

Badly : Factoring is

Not NP - Hard
.

Best algorithm:

Number feld sieve :

O(e¥lgnY%gkgn5'T



Somepracts
- RSA can be used to

encrypt entire message
( but usually isn't )

- Slow (compared to Xottmg )
- Easier to break than

AES or other symmetricprotocols
- Also : I was assuming

(M
,
D= 1!Here
,

saved
since napg ,

am will be relatively
prune

to p org
- Can also be used for

designing .



Conhnungworkradtual
RSA is a bit more

Complex
(some n 's

,
e 's ,d 's , etc .

are better than others !)
- Still in an

"

arms race
"

to break this

• quantum computing
G new ways ?



Related problem :

Prim
Fact :

a " tfteshng
In

.

.Zp,
there is no value ×

( other than 1 + ftp.t ) )
t.pt )

with ×2 El mod p .

Fact 2 ' if

There ⇒ pt even
,
so

p -1=25 . d for some

s
,
d > 0

(
> Remember this sd



then : If p
is price

For every
at

Zp
,
either :

@ ad I I mod P
@ aid÷ - l mod p
for some 0 E r E s -

1

why?
t

Wesaw :

aPtt1 mod p
( since § Got pt )

So take squareroot
of apt :

must get=1 or -1

If -1

:
@ holds

If never get -1 , remove
powersof 2 ⇒ @ holds



€ : Contnaposctve :

If F a such that
@ ad # 1 mod

Panda
and #

t
mod P

for all Otr Est
,

then p is not Prine .

Such an a is a witness
( Miller - Rabin

How to and ? Fen"Dg
Guess an a. + check

.


